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The Online Privacy Frontier
Abstract
Many web sites pride themselves on offering personalised customer service, but that really depends on
the amount of information the online shopper is willing to give the online merchant. In most cases, unless
a purchase is made or some other form of transaction is enacted, the online shopper will not declare their
identity. How personalised can an experience be online if one entity decides to remain anonymous? The
online merchant has little, if any, information to go on apart from perhaps a cookie that tells them that the
visitor is a repeat visitor to that web site. The seller does not know anything about the background of the
online shopper at the time of browsing - where they are geographically located, whether they are male or
female, the age of the individual, etc. The geo-demographic statistical information that directmail
campaigns were once based on is almost impossible to gather online unless the customer willingly
provides their personal details. It is for this reason that database marketing strategies and techniques
have had to be redefined as more and more customers have sought an online experience.
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THE ONLINE PRIVACY FRONTIER

By Katina Michael, University of Wollongong © 2002

PERSONALISATION AT
A PRICE
Many web sites pride themselves on
offering personalised customer service, but that really depends on the
amount of information the online
shopper is willing to give the online
merchant. In most cases, unless a
purchase is made or some other form
of transaction is enacted, the online
shopper will not declare their
identity. How personalised can an
experience be online if one entity
decides to remain anonymous? The
online merchant has little, if any,
information to go on apart from perhaps a cookie that tells them that the
visitor is a repeat visitor to that web
site. The seller does not know anything about the background of the
online shopper at the time of
browsing - where they are geographically located, whether they are
male or female, the age of the individual, etc. The gee-demographic
statistical information that directmail campaigns were once based on
is almost impossible to gather online
unless the customer willingly provides their personal details. It is for
this reason that database marketing
strategies and techniques have had
to be redefined as more and more
customers have sought an online
experience.
The question of how many individuals would be voluntarily willing
to part with their personal details
online is a good one. The first instinctive response would be that very few
people would give their details to any
online query form in any web site,
mostly due to privacy concerns. And

why should they, since they are not
receiving anything in return? A contract, an agreement, can only be
made if both parties involved benefit
from the engagement.
Some months ago, I observed the
behaviour of students at the local
gymnasium. A promotional stall
offering free drinks in exchange for
a name and address was set up near
the exit. One by one, as students
came out of the change rooms, they
would stop at the stall, collect their
drink and provide their details. The
disturbing thing was that most of
them did not even ask what was
going to happen to the details they
were providing; they just wanted to
know if indeed the drink was free.
The drink of course was free, which
meant that the students were saving
$1.50. It immediately made me think
about the value we place on our personal details and how much we
really are concerned about privacy
when our name and address could be
bought for a couple of dollars.

Getting your 'free' web
site passport
Web sites that do deliver some
value-added service to their existing
and prospective customers online
have started to demand a fairer
exchange. If you want this whitepaper, then tell me who you are and
where you are from. If you want a
free online newsletter, then you will
have to give me your email address.
If you want to download our latest
software update free for a period of
30 days, then you will have to
register your company details.

If you want to download this multi- favour by collecting our personal
media clip, then please give us your details because that means they can
address so we can send you a colour send us timely and relevant inforcatalogue via post. Companies are now mation. Of course, the online merluring prospective buyers, particularly chant would use it for internal market
professionals, to their web sites by intelligence purposes, but what else?
offering them something 'free:50
Could the data collected perhaps also
The notion of 'free', however, has be shared with other business
taken on another guise today - partners? Could the data collected be
especially over the Internet. 'Free' on-sold to other merchants at a preusually means that some exchange mium? And who would have access
must take place first, just like the to that information; would it be
example of the free drink samples securely stored and where?
that were being distributed at the
gymnasium. However, company The online privacy statement
online registration forms make it Companies that engage in businesseven clearer which compulsory fields to-business (B2B) activities have
need to be filled out to obtain user always provided legal statements on
access to a particular section(s) of the their web sites. More recently, howweb site. Failure to fill out all ever, privacy statements have also
required fields means that access is been added, not only to inform the
denied and an ID in the form of a user of how their information is
site-pass (also known as a passport'") being used, but also why it is being
collected, who is most likely to use
is not granted.
The data usually requested on the it, how cookies are being applied,
online registration form includes the and how the user can 'opt-out' from
user's name, fixed address, telephone future unwanted communications.
number and email address (at least). The hyperlinks to the company's
Online companies specialising in legal, copyright and privacy policies
business-to-business activities also are usually located at the bottom of
request a company name, position the home page. Although the hypertitle, facsimile, industry type, and a links are usually so small that they
revenue estimate in some cases. A go unnoticed, it is recommended
user need only register once to that any individual wishing to
receive a valid pass code. Thereafter, register their personal details online
the same login and pass code is used should at least read the privacy
for subsequent visits allowing the statement of the company. What
user to download from otherwise pro- you may consider to be a breach of
privacy in the future may have been
tected parts of the site.
Now, while the access to the online documented on the online privacy
content is important to the user, since statement. As long as the user is
the individual goes to the effort of informed of how their information
filling out an online form, one is still will be used, and the company
led to question what actually happens privacy statement complies with
to the data once it has been collected. jurisdictional privacy acts, where
Most companies would lead us to products or services are sold, the
believe that they are doing us a company is not in any way liable.

Companies
that
engage in
business-to-consumer (B2C) activities are not exempt from online privacy statements. In most cases, the
privacy statements of these companies are more detailed than B2B
companies. When one considers the
customer base of a company like
Amazon'" and the type of information that is likely to be gathered
from customer browsing, repeat
purchases, enquiries via email, book
reviews, wish lists, discussion
boards and chat rooms, the importance of privacy is heightened. Perhaps, however, instead of deterring
customer interaction the Amazon
approach has actually done the
reverse - made customers feel part
of an online community, that their
unique voice and feedback is valued
and that the personalisation is more
useful than harmful. In its privacy
statement, Amazon even states the
individual entities that it may share
information with although not to
the level of specificity that would be
more appropriate. For example,
when Amazon states that it may
share information with affiliated
companies which it has no control
over, such as Drugstore.com (its
health and beauty merchant), it is
not very reassuring for the customer. For instance, how many
other affiliates are there? Ten, fifty,
hundreds?
One thing is certain: a company,
whether B2C or B2B, can use sign-in
features to discriminate between customers who are just browsing, and
customers who are serious about
purchasing or who want to learn
more about products and services.
A user who fills out an online form
is most likely a customer that a company would want to have in its lead

database. They may not purchase
anything but chances are they will
either return or contact a sales representative by telephone for more
information.
Of course, there is nothing to stop
an individual from setting up a
dummy email account and providing dummy personal details
during the whole registration process. But even setting up a dummy
email account, perhaps using MSN's
'free' hotmail service, 53 requires you
to fill in yet another online form
and to enter yet more dummy
details. To protect your personal
details, it is a lot of trouble to go to.
No sooner have you created a fake
identity for yourself, you are subsequently trying to remember what
those fake attributes were that you
defmed! Apart from this there is the
added requirement that you may
have to eventually make a purchase
on the site you have been browsing,
and a secure purchase online would
not allow for such anonymity.
Entering credit card details with a
name, number and valid expiry
date, as well as billing and shipping
location information, requires an
authorisation process to take place
at the time of checkout.

The hidden impact of web
server analytics
While the information that customers willingly give company web
sites is one form of online data collection, there are more sophisticated
means available of collecting data
that are more obscure. Web server
statistical software" can help web
hosting companies or individual companies that host their own web sites
understand the goals of their customers and their online behaviour.

Basic web server results include the
number of hits the web server and
particular pages have received, the
number of sessions of each individual Internet protocol (IP) address,
the session length of each individual
shopper, and whether or not the customer is a repeat visitor.
Newer, more sophisticated, Internet
analytical software also gathers the
type of complex customer data that
can be used to target individual users
'on the fly'. Path tracking'? functionality can even follow the movements
of customers once they enter a particular web site. Coupled with secure
login, it not only becomes possible to
identify the actual customer but also
to look at how they specifically
browse for products. For example,
does a customer's spending capacity
lead them to shop for high-end items
or low-end items or somewhere in the
middle? In the future it is not inconceivable that companies will use the
power of extensible markup language
(XML) to dynamically show customised web pages that promote particular products at a particular price
range, based on the online historical
spending and browsing patterns of a
given customer.

The responsibility and
accountability factors
The issue of privacy is again forthcoming in the virtual world, just as
it was and still is in the physical
world. The vast majority of companies online do declare how they

use information that is willingly
given to them by customers - but
what about the type of data that is
gathered without the knowledge of
the user? What happens to that
information? How many privacy
policies actually address the idea of
cyber-surveillance?
Even a technique like cookies,
whose purpose is to relate future
transactions to past ones using a
unique alphanumeric identifier, can
be used to track the individual
patterns of an online surfer/"
Whether the online surfer is
anonymous or not is beside the point.
Cookies have the ability to retrieve
information from your computer that
was not originally sent in the cookie.
Some company web sites demand the
use of cookies, others grant the user
the option, still others do not even
allude to them.
What is, however, becoming more
and more obvious is that companies
collecting
customer information
online need to become increasingly
responsible by informing their users
about what they are actually doing.
Users in turn have the equal responsibility of increasingly becoming educated about how their privacy may be
infringed by the latest developments
in online
information-gathering
techniques and how they can protect
themselves in the cyberworld.
Accountability is something that is
shared among all the entities entering
into an agreement.
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See www.mapinfo.com/free/index.cfm
See www.siebel.com/common/includes/passport/passport_sign_up.shtm
See www.amazon.com
See www.hotmail.com
See www.123Ioganalyzer.com/sample/
See www.accrue.com/products/
Whitaker, R. 1999, The End of Privacy, The New Press, New York, pp. 103-4

